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<FORM action="http://www.server.com/cgi-bin/submit.cgi" method="get">
<INPUT TYPE="text" name="name">

<TEXTAREA name="description" rows=5 cols=40>

</TEXTAREA>

<INPUT type="radio" name="sex" value="male">Male

: <INPUT type="radio" name="sex" value="female">Female
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7: <BR>
8: <INPUT type="submit" value="Send"><INPUT type="reset">
9: </FORM>
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Your name?
<INPUT TYPE = TEXT NAME = ID>
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1: #!/usr/bin/perl -w
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Perl CGl
2: use strict;
3: use CGI gw(:standard);
é print header;
6: print "The name was", param('name'), "<BR>";
7: print "The sex selected: ", param('sex'), "<BR>";
8: print "The description was:<BR>", param('description'),
9: "<p>";
param param undef
GET POST
18-1 <FORM> method Method
Web Web
GET <FORM>
GET URL CGl
Web URL
http://www.server.com/cgi-bin/sample.pl?name=foo&desc=Basic%20Forms
CaGl URL param
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1: <FORM action="/cgi-bin/directory.cgi">
2: What directory to list?
3: <INPUT TYPE=text NAME=dirname>
4: <INPUT TYPE-submit name=submit value="Run This">
5: </FORM>
18-4 directory.cgi CaGl
1: #!/usr/bin/perl -w
2: # Do NOT use this CGI program, it's very insecure
3: use strict;
4: use CGI gw(:all);
5:
6: print header;
7: my $directory=param('dirname');
8: print “1ls -1 $directory’; # Do a directory listing
18-3
directory.cgi CGl 18-3 directory.cqi DOS/
windows Is-1 dir
Web Ccal
$directory Web dirname
/home cat etc/passwd CGl
ls -1 /home; cat /etc/passwd
Web UNIX shell
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open system Perl
PATH
18-5
18-5 directory.cgi
1: #!/usr/bin/perl -wT
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2: # tainting is enabled!
3: use strict;
4: use CGI gw(:all);
5:
6: print header;
7: # Explicitly set the path to something reasonable
8: SENV{PATH}='/bin:/usr/bin';
9: my $dir=param('dirname’);
10: # Only allow directory listings under /home/projects
11: if ($dir=~m,~(/home/projects/[\w/1+)$, ) {
12: $dir=$1; # This "untaints" the data, see "perldoc perlsec’
13: print 'ls -1 sdir';
14: 1}
Perl Perl Perlsec
18.3.3
HTML CGI 186  HTML
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1: <FORM action="/cgi-bin/doit.cgi">

2: Please type in your favorite color:

3: <INPUT TYPE=text length=15 name=color>

4: <INPUT TYPE=submit value="Submit color">

5: </FORM>

color 15 HTML
length
15
HTML Java JavaScript
color 15 Perl

my $color=param('color'); # Get the original field value

$color=substr($color, 0, 15); # Get just the first 15 characters...
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1: <FORM action="/cgi-bin/helpdesk.cgi’ name="helpdesk">
2: Problem type:
3: <INPUT TYPE=radio name=probtype value-hardware>Hardware
4: <INPUT TYPE=radio name=probtype value=software>Software
5: <BR>
6: <TEXTAREA name=problem rows=10 cols=40>
7: Describe your problem.
8: </TEXTAREA>
9: <BR>
10: Your name:
11: <INPUT TYPE=text width=40 name=name><BR>
12: <INPUT TYPE=submit name=submit value="Submit Problem">
13: </FORM>

/cgi-bin/helpdesk.cgi  CGl 18-8
Ccal CGI
URL 18-7
18-8 CGl

1: #!/usr/bin/perl -wT
2: use strict;
3: use CGI gw(:all);
4: use Fentl gw(:flock);
5:
6: # Location of the guestbook log file. Change this to suit your needs
7: my $gbdata="c:/temp/guestbook";
8: # Any file name will do for semaphore.
9: my $semaphore_file="/tmp/helpdesk.sem";
10:
11: # Function to lock (waits indefinitely)
12: sub get_lock {
13: open (SEM, ">$semaphore_file")
14: || die "Cannot create semaphore: st
15: flock SEM, LOCK_EX;
16: }
17: # Function to unlock
18: sub release_lock {
19 close(SEM) ;
20: }
21
22: # This function saves a passed-in help desk HTML form to a file
23: sub save {
24: get_lock();
25: open (GB, ">>$gbdata") || die "Cannot open $gbdata: $!";
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26: print GB "name: ", param('name'), "\n“i .
27: print GB "type: ", param('probtype ): \? ;“
28: print GB "problem: ", param('problem'), "\n’;
29: close(GB);
30: release_lock();
31: 1} i
32: # This function displays the contents of the help desk log file as HTML,
33: # with minimal formatting.
34: sub display { o
35: open (GB, $gbdata) || die "Cannot open $gbdata: $!":
36: while (<GB>) {
37: print "¢B>$_</B><P>"; # The name
38: my ($type, $prob) ;
39: $type=<GB>;
40: $prob=<GB>;
41: print "$type<P>";
42: print " $prob<BR><HR>";
43: }
44: close(GB);
45: }
46:
47: print header;
48: # The parameter 'submit' is only passed if this CGI program was
49: # executed by pressing the 'submit' button in the form in listing 18.7
50: if (defined param('submit')) {
51: save;
52: display;
53: } else {
54: display;
55: }
18-8 Perl
* get_lock() release lock() cal
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